
 
 

 
 

 
 

 
 
  

 

 
August 1, 2019 

Office of the Privacy Commissioner of Canada 
30 Victoria Street 
Gatineau, Quebec 

K1A 1H3 
 

E-mail: OPC-CPVPconsult2@priv.gc.ca 
 
Re:  Consultation on transfers for processing – Reframed discussion document 

________________________________________________________________ 
 

The Portfolio Management Association of Canada (PMAC) is pleased to have the opportunity 
to submit the following comments regarding the reframed discussion document titled 
“Consultation on transfers for processing” (the Consultation) published by the Office of 

the Privacy Commissioner of Canada (the OPC).  
 

As background, PMAC represents over 270 investment management firms – both Canadian 
and foreign - registered to do business in Canada as portfolio managers with the members 
of the Canadian Securities Administrators (CSA). In addition to this primary registration, 

most of our members are also registered as investment fund managers and/or exempt 
market dealers (we refer to these entities collectively herein as “asset managers”). PMAC’s 

members encompass large and small firms managing total assets in excess of $2.7 trillion 
for clients.  
 

OVERVIEW 
 

PMAC’s mission statement is “advancing standards” and we are consistently supportive of 
measures that improve standards for the benefit of investors (the clients of asset 
managers). PMAC and its members care deeply about the protection and proper use of 

investors’ personal information.  
 

We support the OPC’s long-term goal of ensuring effective privacy protection in the context 
of transborder data flows and transfers for processing. We also agree with the OPC’s 

statement that both domestic and international transfers of data bring significant benefits 
to individuals and organizations.  
 

PMAC provides the following submissions with a view to supporting an interpretation of the 
current law - and any future law - that strikes the appropriate balance between the 

https://www.portfoliomanagement.org/firms/?all_firms=true
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protection of investors’ personal information and the ability of Canadian asset managers of 
all sizes to service investors efficiently and effectively. It is important that Canada’s privacy 

regime be equivalent and compatible with that of other jurisdictions, while at the same time 
not imposing undue hardship on Canadian businesses.  

 
Onerous requirements such as the need to obtain express consent and/or to source 
domestic alternatives for data processing have the potential to impede our members’ ability 

to properly serve their clients. As further detailed below, the time and costs required to 
implement and comply with such requirements would be prohibitive, which could have a 

chilling effect on Canadian business. Importantly, it is not clear how such measures would 
improve the security of investors’ personal information.  PMAC believes the existing 
principles of accountability and openness under the Personal Information Protection and 

Electronic Documents Act (PIPEDA) appropriately and effectively protect privacy. 
 

OPC Consultation  
 
We appreciate this opportunity to respond to the Consultation and to provide feedback on 

the OPC’s position in its Report of Findings in the Equifax investigation (Equifax) with 
respect to the need to obtain consent to transfer personal information for processing under 

PIPEDA.  Although we support of the goals of enhancing transparency and protecting the 
personal information of investors, PMAC members oppose any interpretation that would 

require express consent in all circumstances.  
 
PMAC believes that the interpretation that a transfer of personal information to a third party 

for processing is a “disclosure” would have a negative impact on business. This negative 
impact can be avoided while still protecting personal information in a way that accords with 

individuals’ privacy expectations, Canadian law, and international standards through 
reliance on the accountability and openness principles under PIPEDA, coupled with a 
modernization of Canada’s privacy laws, as is being proposed by the Federal government.   

 
Federal Proposals 

 
We would also like to acknowledge the Federal government’s proposals via the Ministry of 
Innovation, Science and Economic Development (ISED) for a Digital Charter to amend 

PIPEDA (collectively, the Federal Proposals). The Consultation and the Federal Proposals 
together signal a clear intent to modernize and clarify Canada’s privacy laws – a goal that 

PMAC supports.  
 
If express consent is required for the transfer of personal information to a third party for 

processing, we believe it is imperative that the Federal government amend and clarify 
PIPEDA to incorporate exemptions to this requirement in reasonable commercial contexts. 

For example, we support the inclusion of an exemption for “standard business practices”, 
including for fulfilling a contracted service and transferring information for processing by 
third parties.  PMAC also supports reducing reliance on consent in certain common business 

contexts, as set out in greater detail below.  
 

Canada’s privacy legislation must be robust, transparent and aligned with other important 
jurisdictions and trading partners such as the European Union and the United States.  In 
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our view, the Federal Proposals provide a balanced approach to updating Canada’s privacy 
laws in a way that fosters innovation and inter-connectedness while also implementing 

needed enhancements to privacy protection.  
 

PMAC will submit comments on the Federal Proposals on behalf of our members. 
 
EXAMPLE OF IMPACT TO PMAC’S MEMBERS AND THEIR INVESTORS 

 
We made inquiries of our members to determine what impact a notice and/or consent 

requirement would have on their business operations and, ultimately, on their investors.  
The following is a current example from a firm that is in the process of changing service 
providers which involves the transfer of personal client information for processing.  

 
The firm is changing third party providers to upgrade from a client relationship management 

system that will soon not be supported by the firm’s existing provider to a new system that 
offers improved access and information for clients, as well as important benefits and 
improvements to the firm.  The firm has approximately 3500 current clients and 2500 past 

clients whose information is stored in its electronic systems, as well as information of 
prospective clients and industry contacts.  Importantly, given that the existing provider will 

be phasing out support, upgrading to a new system will ensure the on-going security of the 
information stored within it. 

 
The firm expressed the existing challenges inherent in contacting current clients to obtain 
information updates required by securities law. Furthermore, because the firm has legal 

obligations to retain client records beyond the termination of the relationship, it would be 
nearly impossible for the firm to contact and obtain consent to change systems from each 

of these prior clients. Despite the information security improvements and increased 
functionality of offered by the new service provider, this firm indicated that it would near-
impossible, extremely costly and time-consuming to obtain consent from all required 

individuals.  
 

The risks of not obtaining all of the required consents would additionally mean that the firm 
might have to maintain both the old and new system. This could eventually imperil the 
security of the client information on the old system that is no longer being supported, and 

it would dramatically increase the costs of servicing the accounts, or result in the 
termination of certain accounts.  

 
On a wide scale, we have serious concerns that this would stifle innovation, prevent the 
modernization of the financial industry through the use of technology, and be detrimental 

to Canadian investors.  
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KEY RECOMMENDATIONS 
 

Negative Consequences 
 

PMAC believes that the position taken by the OPC in Equifax would limit competition and 
the ability of Canadian businesses to provide the best or most innovative services to 
their clients.  

 
The failure to strike the right balance between strong and reasonable privacy protection 

on the one hand and the ability of Canadian firms to provide services and select the best 
third-party data processors in a cost-efficient and competitive manner on the other would 
be harmful to our economy and, ultimately, to Canadians. 

 
We have identified negative unintended consequences of the Consultation to clients and 

firms in the form of increased burden and cost – all without a corresponding increase in 
protection of personal information. We have also identified potentially serious negative 
unintended consequences on information security resulting from disincentives to 

leveraging new and innovative technologies by switching third party service providers. 
Ultimately, we see the OPC’s position in Equifax as impeding firms’ ability to improve 

services and reduce costs to investors by, in effect, handcuffing firms to their current 
third party service providers as a result of the impracticalities, cost, and – in some cases 
– impossibility – of obtaining consent to change service providers when this involves a 

transfer of personal information for processing.  
 

Current law  
 
We believe that the accountability principle under PIPEDA is effective and that firms 

should be able to continue to rely on implied consent from clients for transfers for 
processing their personal information in certain circumstances. Examples include 

permitting implied consent for transfers and uses that most individuals would consider 
reasonable.  
 

Future law 
 

PMAC supports the Federal Proposals, which would provide specific alternatives or 
exemptions to the consent requirement, to facilitate the use of personal information by 

firms under certain circumstances, such as for common business purposes. We believe 
that reducing reliance on consent for common business practices and including standard 
business practice exemptions makes sense for firms as well as for investors. We further 

believe this would be beneficial from an international competitiveness and comparability 
perspective.  

 
OPC should not require temporary changes to privacy practices 
 

The OPC should not require organizations to alter their practices to conform to the OPC’s 
position in Equifax at a time when the Federal Proposals have put the state of Canadian 

privacy law into flux. Any changes to privacy practices should only be implemented when 
PIPEDA is amended.  
 

Requiring firms to alter their privacy practices - especially if for a short period of time, 
and where additional changes may be required - would significantly disrupt business 

relationships and impose very real costs on firms, to the detriment of their clients.  
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QUESTIONS FOR STAKEHOLDERS  
 

PMAC has responded to certain of the questions in the Consultation below.  
 

LONGER TERM – FUTURE LAW 
 
1. How should a future law effectively protect privacy in the context of transborder data 

flows and transfers for processing? 
 

As stated above, PMAC believes that existing principles of accountability and openness 
under PIPEDA appropriately and effectively protect privacy.  In the context of transborder 
data flows and transfers for processing, we note that an organization is responsible for 

personal information under its control, including for personal information transferred to third 
parties, even after such a transfer occurs.  PMAC supports the aim of the Federal Proposals 

to reduce reliance on the consent requirement for common practices while enhancing 
consent requirements where the impact is greatest.  In particular, we support the proposal 
to provide more meaningful control to individuals by removing the need to consent to uses 

that most individuals would consider reasonable. We echo the sentiment in the Federal 
Proposals that it is important to be wary of “consent fatigue” so that Canadians can focus 

on areas where their consent is more important.  This is particularly relevant in the 
investment industry, where investors are already provided with extensive disclosure.  We 

are also concerned that an express consent requirement could become a condition of service 
rather than “meaningful consent”, as contemplated by the recent OPC guidelines.  We 
further agree with the Federal Proposals that exemptions from the consent requirement for 

common business practices would provide greater certainty for companies and reduce the 
risk of objection by clients to common business practices.  

 
The scope of “standard business practice” in the Federal Proposals includes purposes such 
as: fulfilling a service; using information for authentication purposes; sharing information 

with third-party processors; risk management; or meeting regulatory requirements. PMAC 
believes this concept would avoid undue regulatory burden on firms and their clients, and, 

importantly, remove barriers to innovation and competition by giving businesses more 
freedom and flexibility in the selection of third-party service providers.  
 

PMAC does not agree with the contention in the Consultation that the adoption of an 
adequacy regime is too fundamental a change for Canada to consider. PMAC supports the 

adoption of such a regime for transborder dataflows, which would permit the transfer of 
Canadians’ personal information for a standard business practice to a receiving jurisdiction 
where privacy laws adequately protect personal information. Canadian businesses operating 

in a global economy must have the ability to seamlessly transfer information across 
international boundaries, provided they are confident that such data will be adequately 

protected.  
 
2. Is it sufficient to rely on contractual or other means, developed by organizations and 

reviewed only upon complaint to the OPC, to provide a comparable level of protection? 
Or should a future law require demonstrable accountability and give a public authority, 

such as the OPC, additional powers to approve standard contractual clauses before they 
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are implemented and, once they are adopted, proactively review their implementation 
to ensure a comparable level of protection? 

 
PMAC cautions against the imposition of “one-size-fits-all” standard contractual clauses and 

we would instead support the publication of principles or suggested clauses that companies 
can tailor, as appropriate, and include in their standard processing agreements.  

 

3. How should a future law effectively protect privacy where contractual measures are 
unable to provide that protection? 

 
PMAC believes that the existing Canadian approach to protecting personal information in 
transborder data transfers for processing is sufficient and effective. We believe that the 

accountability principle is fundamental to safeguard information being transferred and is 
the best protection, as it puts the responsibility squarely on the controller.    

 
SHORTER TERM – CURRENT LAW 
 

4. In your view, does the principle of consent apply to the transfer of personal information 
to a third party for processing, including transborder transfers? If not, why is the 

reasoning outlined [in the Consultation] incorrect? 
 

As PIPEDA is currently worded, we do not read the law as requiring express consent. Based 
on the 2009 OPC guidelines, organizations are required to provide notice of transfers. Again, 
PMAC believes that the accountability principle is sufficient and is working effectively to 

protect transfers of personal information and would not be significantly enhanced by an 
additional consent requirement. 

 
Additionally, in the context of PMAC’s members, the securities law instrument governing 
asset managers’ registration and ongoing obligations requires firms to provide proper 

oversight of all third-party service providers. Such oversight is tested through compliance 
reviews by the provincial securities commissions. 

 
6. What should be the scope of the consent requirements in [PIPEDA] in light of the 

objective of Part 1 of PIPEDA, as set out in section 3, the new section 6.1 (and its 

reference to the nature, purpose and consequences of a disclosure), and the OPC’s 
Guidelines for obtaining meaningful consent, in force since January 1, 2019? 

Specifically: 
 

a. In what circumstances should consent be implicit or explicit? 

 
Implicit consent should suffice when the purpose for transferring personal information to a 

third party is a common business purpose that the individual could reasonably expect to be 
required for the data controller to perform the contract. We also note that the Federal 
Consultations are exploring alternatives to consent and we support this effort.  

 
As is described above, obtaining express consent presents a significant challenge and 

imposes a substantial burden for firms.  It would require that firms individually contact each 
of their clients and await a response prior to any transfer of personal information to a third-
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party processor.  The imposition of this obligation on the client could cause inconvenience 
and confusion.  A failure to respond or a time lag by the client could result in significant 

business disruption, which would be detrimental to each of the business, the client and the 
third-party service provider.  In the specific context of investors who have contracted with 

a portfolio manager for asset management services, such a disruption could produce 
negative tax and financial consequences if the portfolio manager is not authorized to 
transfer personal information for various purposes required to effect trades.  In fact, many 

investors choose to engage a discretionary portfolio manager because they do not have the 
time, knowledge or inclination to direct their own investment portfolio.  An express consent 

requirement is simply not a practical or workable option, especially considering that consent 
is unlikely to improve the protection afforded to the information. 
 

b. Should notice to the affected person name the third parties? 
 

A requirement to name the third party in the notice would impose a significant burden on 
businesses, particularly if notification to all clients is required in the event of a change in 
suppliers.  This could also result in confusion to the individual (who may not understand the 

reason for the notification). This could also result in hardship to the third-party, which may 
be contacted directly by the individuals whose information it is processing (who may be in 

a different jurisdiction).  It is not clear that naming the third-party would provide any benefit 
to the individual and, in fact, the confusion this may cause would potentially be harmful to 

all parties.  As described above, the hardship to the business would be exacerbated if a 
consent requirement is also imposed.  
 

c. Should the notice contain other pieces of information? 
 

We believe that the accountability and openness principles under PIPEDA suffice to ensure 
appropriate responsibility, oversight, and disclosure, and that prescriptive notice 
requirements will not significantly enhance these protections.    

 
7. Since the 2009 Guidelines already require that consumers be informed of transborder 

transfers of personal information, and of the risk that local authorities will have access 
to information (preferably at the time it is collected), at a practical level, would 
elevating these elements to a legal requirement for meaningful consent significantly 

impact organizations? If so, how? 
 

PMAC is supportive of the OPC’s 2009 guidelines advising organizations to be transparent 
with respect to transborder transfers, including advising customers that their personal 
information may be sent to another jurisdiction for processing and that information in 

another jurisdiction may be accessed by the courts, law enforcement and national security 
authorities.  However, we do not agree with the statement in the Consultation that: 

 
The change in position by the OPC would require organizations to highlight elements 
that were previously part of their openness obligations and ensure that individuals 

are aware of them when obtaining consent for transborder transfers.  
 

From a commercial point of view, obtaining this consent in the manner set out in the 
Consultation (i.e. having to name the third party and obtain fresh consent to transfer 
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information for processing to a third party), is neither simple, nor is it merely an extension 
of the openness obligations. Rather, this change would necessitate far more onerous record 

keeping and client outreach. The costs of this outreach would likely be borne by the 
individual clients, raising concerns as to whether firms would have a dis-incentive or reduced 

ability to on take lower-wealth investors as clients.  Organizations would also need to build 
an opt-out mechanism for instances where clients do not respond or consent and determine 
the consequences of this circumstance. For example, would a client’s failure to respond 

require the firm to halt managing the investor’s portfolio, even if trading in the portfolio 
would be in the investor’s best interest? This could result in serious negative consequences 

to the investor.  
 
Additionally, if accountability is intended to remain with the original controlling organization, 

considering a transfer for processing to be a “disclosure” and not a “use” will likely create 
confusion regarding which party is responsible for the information.  

 
The fact is that most individuals do not respond to requests for updated information or 
consent from businesses without repeated follow-up and extensive outreach. PMAC’s 

member firms have reported that initial requests for information typically garner very low 
response rates from investors. This is particularly the case where the investor has hired a 

portfolio manager for discretionary asset management and there is no need to be in touch 
on a consistent basis. We have concerns that delays in responding to requests for consent 

and/or the inability to obtain such consent in a timely fashion will negatively impact clients’ 
investment portfolios and firms’ ability to make necessary and desirable changes to their 
third-party service providers. In effect, this requirement could handcuff firms to their 

current third-party providers or risk business disruption and missed opportunities for their 
clients. 

 
Under GDPR, data controllers do not need to obtain consent for the transfer of personal 
information to a service provider and, in Europe, seeking express consent is treated as a 

last resort in recognition of the effort required for firms to obtain it and the difficulty of 
handling withdrawn consent. PMAC believes that a similar approach is warranted in Canada 

and that transparent disclosure to clients and a reliance on an exemption from consent 
requirements based on legitimate interest/standard business process is prudent.  This 
approach would align with the European practice and would ensure a more flexible and 

competitive marketplace for Canadian businesses.  
 

9. What elements should be included in obtaining consent for transfers for processing 
that are not transborder? 

 

It is our view that information transfers within Canada are already sufficiently protected 
under existing privacy law (including the accountability principle under PIPEDA) which, in 

the context of PMAC’s membership, is bolstered by the contractual arrangements between 
asset managers and their clients and the third-party service provider oversight obligation 
in National Instrument 31-103 – Registration Requirements, Exemptions and Ongoing 

Registrant Obligations.  As discussed above, we see no practical manner to obtain consent 
and question whether any such requirement would benefit individual investors. 
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PMAC supports greater powers for the OPC to oversee and enforce an amended 
PIPEDA 

 
PMAC believes that the OPC plays a valuable role in protecting the privacy of Canadians. 

We are of the view that, once feedback on the Federal Proposals has been received and 
proposed amendments to PIPEDA are circulated for stakeholder feedback, it will be 
important to bolster the oversight and enforcement powers of the OPC in an appropriate 

way. We look forward to the opportunity to submit more specific comments to this effect 
on the Federal Proposals. 

 
OPC should not take further action on transborder dataflows until the conclusion 
of the Federal Proposals 

 
We urge the OPC to maintain the position that organizations are not expected to alter their 

practices with respect to transborder data flows until such time as the Federal Proposals 
have been fully considered and implemented.  
 

Requiring firms to alter their privacy practices, even if for a short period of time, could 
significantly disrupt relationships between investors and their portfolio managers, as well 

as between portfolio managers and their third-party service providers to the detriment and 
increased cost to those investors.  

 
CONCLUSION 
 

If you have any questions regarding the comments set out above, please do not hesitate to 
contact Katie Walmsley at (416) 504-7018 or Melissa Ghislanzoni at (416) 504-1118. 

 
Yours truly, 

PORTFOLIO MANAGEMENT ASSOCIATION OF CANADA 

 
 

Katie Walmsley Margaret Gunawan 

President 
 

Director 
Chair of Industry, Regulation & Tax 
Committee, 

 
Managing Director – Head of Canada 

Legal & Compliance 
 BlackRock Asset Management Canada 

Limited 

 

 


